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Agency’s Guide to DSAR

Introduction
The world of data privacy is changing as consumers become more aware of how their data is
used. The days of using this data freely for marketers without consequences are behind us.
Today, new laws exist to give consumers more control over how their personal information is
stored and used.
For example, in 2018, the General Data Protection
Regulation (GDPR) came into existence to help residents
of the EU - along with those outside of it who do business
within EU countries - regain control of their data. The
California Consumer Privacy Act, a new privacy law for
California residents, came shortly after on January 1, 2020.
This data protection law gives California consumers
access to their data.
Data protection laws and regulations mandate that organizations handling personal
information must manage it properly. With laws like GDPR and CCPA (California Consumer
Privacy Act), agencies will need to institute a privacy-by-design approach for handling data
subject requests with the ability to respond quickly to sensitive issues.
This solution requires agencies to consider the nature of customer inquiries' nature,
sensitivity, and volume when processing requests.
The GDPR gave EU residents new rights to process their personal information. Users have the
right to access what data companies have about them and how they use it. This is also known
as subject access.
The same model exists for California (CCPA), and a similar set of rights exists for the people
living in California. Now, followed by Virginia (CDPA) and Colorado (CPA), residents of these
states will have the same set of rights by 2023.
By submitting a Data Subject Access Request (DSAR) request, a consumer can ask for the
personal data collected by the organization, and they must respond with a copy of the
relevant subject.
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What is a DSAR?

A DSAR is a request addressed by an individual to the organization. It gives the right to access
personal data that the organization is processing about them. Additionally, it allows
individuals to exercise that right within a reasonable timeline.
The individual has the right to receive a copy of the data and other information to make sure all
their privacy rights are respected. It's essential for agency owners to educate themselves
about the changes brought by GDPR and how they will affect them.

Who can submit a DSAR?
Customers or users are not the only people who have the right to submit a DSAR. Employees,
contractors, sales prospects, and job candidates can also submit one.
A DSAR request can also be sent on behalf of someone else if the data subject has authorized
the person. This includes:
∙Parents/Guardians requesting on behalf of their children
∙A legal representative appointed by the court for their client
∙Request from a friend/relative
When it comes to having the right to access personal information, a third-party requesting
access must prove that they can do so on your behalf. It's your responsibility to make sure the
person making this request is qualiﬁed to do so with a legal document.
What Information Do You Need to Provide?
You must supply relevant information that is personal to your project's end users. So, you
don't need to include everything that refers to the user. For example, you don't need to supply
internal memos or notes about your site's user account.
How Long Do You Have to Respond to a DSAR?
You must answer a DSAR request within the ﬁrst month unless you receive several or complex
requests. In that case, you can extend the deadline by two months if your team notiﬁes the
customer/user of the reason for this extension and when they can expect a response.
Organizations must respond to DSAR requests within 40 business days.
If you don't, you risk ﬁnes.
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6 Steps to DSAR

1. Verify the Subject's Identity
If you receive a request for data, verify the requester's
identity with a veriﬁcation email and/or captcha. If the
request is from a third party, you must conﬁrm with the
affected party that it's authorized.
If you're not sure you have the data, respond to the
individual and tell them why you can't help based on the
information they've provided.

2. Determine the Purpose of the Request
Audit the DSAR requests to ﬁnd what the requester wants
to know. In most cases, subjects want to see what data
you have. But they may invoke other data privacy rights at
the same time. For instance, a subject may request
rectiﬁcation, meaning correcting inaccurate data.

3. Review the Data
Before you send the personal data over to the recipient,
review it. Make sure it doesn't have any other person's
information or even your own for that matter.
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6 Steps to DSAR (continued)

4. Data Format
There are a couple of responses that one can take. You'll
need to gather all the facts and details of the subject into
an organized response such as a spreadsheet. Whatever
it is, it must be easy to read and accessible via direct
download.
Privacy legislation worldwide supplies diverse types of
data formats that are easy to understand, so be sure to
pick one that ﬁts best. Most of the privacy acts passed
also encourage you to give data subjects remote access
to your security system so they can access their ﬁles as
updates are made.
5. Explain the Subject's Rights
At the bottom of your response, include a message
about data privacy rights. You're not compelled to
answer every question a person asks when they seek
information or details about you.
Also, remind them they have the "right to object" to the
processing of their personal data, as well as request
rectiﬁcation or erasure of their stored data and/or lodge
complaints with supervising authorities if they feel your
use of their data has been inaccurate.
6. Data on the subject
Take time to conﬁrm your responsibilities with all parties
involved. Document everything you have done for future
reference. This way, you're prepared if you're audited in
the future.

How does Adzapier’s
DSAR Management Platform Work?
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With Adzapier's DSAR Management Platform, data subjects reach you with a simple and easy
form on your website.
Your team will be notiﬁed as soon as they submit the request so people within your
organization can start processing the request right away using Adzapier's DSAR Management
Platform.
By law, your business will need to verify your identity. To do this, the individual must upload an
authenticated ID (such as a state or government-issued ID).
The process ends with an explanation of how the organization responds to data subject
requests, which depends upon compliance requirements and legal responsibilities.
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Conclusion & Final Words

Right to be Forgotten (RTBF) allows consumers to ask that the organization remove their
personal information from their databases. To comply with GDPR, organizations must be able
to sort through their databases and ﬁnd personal data and the consumer's contact
information.
Organizations must also be able to verify whether they have received a request to delete a
record and respond to that request.
Our proprietary DSAR Management app is built within our Consent Management Platform
(CMP). Our DSAR Management makes it easy to ﬁnd forms, create workﬂows, and manage all
incoming and outgoing messages about Data Subject Access Requests. Our customizable
platform offers secure cross-channel integration to help businesses like yours legally prepare
to navigate and comply with data protection laws.
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