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Requesting personal information from your users can be time-consuming,
tedious, and repetitive, especially if you have a lot of sites to manage. This
article will cover the process of building an in-house privacy request system
for your company that could save you hundreds or thousands of hours per
year. You'll be able to quickly deliver privacy requests for whichever site you
want and get them back quickly enough to follow up on if necessary.

Building an In-House Privacy Request System

One of the most common ways people request data from companies is
through a data privacy request. This isn't always easy for organizations to
respond to, especially when thousands of requests come in each year. The
idea behind a privacy request system is that any individual can submit a
request, and the data controller or processor will be obligated to respond
within a certain timeframe.
The most popular implementation of this request system is through an online
form linked to a database. The form should be clear about what information
is being requested and the reason why. Any data subject can fill out the form
with their details (name, address, email) and submit it to the controller or
processor, who then has a set amount of time (usually 30 days) to respond.
The first step in building an in-house system is to ask yourself what kind of
data subjects you have. Here are some questions that can help guide your
decision:

The Type of Data Subjects You Have

The first step to building an effective privacy request system is
understanding who your data subjects are — both users and non-users. It's
important to consider how these people interact with your product and
how they might use your platform differently. As a company, you probably
have two types of customers, users, and non-users. If you're not sure which
one your company falls under, here's a quick guide:
Users are people who interact with your site or app and may submit user
data to you. This includes customers, employees, contractors, or any other
person who uses your product or service.
For example, if you have an eCommerce website that sells products to
consumers, then the consumers who submit their payment information
through your site are users.
Non-users are people who do not use your website or app but whose
personal data is processed by you for other reasons. For example, if you run
a marketing agency and have collected data about customers from other
companies to target them with ads on Facebook and Google, those
customers would be classified as non-users.
This is because they aren't interacting directly with your product/service
(i.e., they aren't visiting your website).
The type of data subject matters for a few reasons:

1

It affects what kind of legal basis you need for processing the
data. There are several types of legal basis, including consent,
legitimate interest, and necessity (GDPR Article 6).

2

It affects whether you need to get pre-approval from a data
protection authority (DPA).

3

It affects which country's laws apply to your organization's
processing activities, including GDPR and any national law
implementing it (such as the UK's Data Protection Act 2018).
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The privacy request process can be a very
complex task. It involves many different parties
with different roles and responsibilities.
Therefore, building a team that will work
together to implement this system is necessary.
The team should include representatives from various departments, such
as legal and compliance, marketing, engineering, and customer service.
The goal is to ensure that all stakeholders are involved in the process and
understand their roles and responsibilities.
Legal Department
If you have lawyers working on your project, they will help
you establish a policy for handling requests and identify
any legal risks associated with implementing a new
system. They will also help you draft appropriate
language for your data privacy policy and ensure it
complies with local laws and regulations.
Engineering Department
Engineers are responsible for building the actual request
system, including creating user interfaces and back-end
software that processes requests automatically or semiautomatically.
Engineers also need to create data privacy tools for
monitoring the system so that it is always up and
running smoothly and efficiently (e.g., by setting up
alerts).

Customer Service Department
Customer service representatives are responsible for
receiving requests from users through various channels (e.g.,
phone calls).
Security Officers
Security officers may be part of the team that works on
building an in-house privacy request system. They will have
expertise in information security, incident response, and
forensics. They can help with designing a system that
protects data from unauthorized access.
Data Protection Officers
Data protection officers are responsible for managing
compliance with privacy regulations and laws. The DPO
should also be consulted during the planning stage of
building an in-house privacy request system since their
knowledge will be useful when drafting policies and
procedures.
Compliance Officers
Compliance officers are responsible for ensuring that
organizations meet regulatory requirements like GDPR or
HIPAA by implementing appropriate policies and procedures
around data protection and retention policies. They work
closely with legal teams to ensure that any legal obligations
are met effectively without creating unnecessary risk.
Data Storage Location?
Another thing you need to know is where your data is stored. This information can be
found in your privacy policy, but it's important to understand what this means.
Data is stored in several different places depending on your data type and how often or
frequently you access it. For example, customer data stored in a database will be
accessed more frequently than customer data stored in a file cabinet.
There are two approaches to storing data: on-premises and off-premises. Your
company owns and operates its servers and storage devices with on-premises
storage. This can be expensive but offers more control over data privacy and security.
With off-premises storage, your company uses cloud services such as Amazon Web
Services (AWS), Microsoft Azure, or Google Cloud Platform (GCP). These services are
cheaper but may not offer complete control over privacy and security.
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If you have a database-as-a-service (DBaaS) provider, like AWS Aurora or
Azure SQL Database, this isn't an issue for you — but if you're on-premises, you
need to think about where your data is stored and how much access each
user has to it. If you're using one of these DBaaS providers, you don't have any
say over where your data is stored — it's all managed by the vendor.

Data Use?
Data is everywhere, but it's not always obvious.
Data can be used to identify people or their
location or to be aggregated and anonymized.
Data can be collected directly from customers,
or it can be collected as part of third-party
services. Data can be stored indefinitely, or it
can only be stored for a short period.
For example: If you run an e-commerce store, you might collect customer
information when they sign up for an account and make purchases. You might
also collect information about their browsing habits through cookies and other
data privacy tools.
If you run an advertising network, you might collect information about the
most effective ads and where they're shown. This could include demographic
data about users who click on certain ads (for example, "women aged 18-25").
If you run a blog that allows comments from readers, you may use tracking
software that collects some identifying information from visitors (such as IP
addresses).
There isn't one standard way that businesses use data — every business has
different needs and different types of data collection processes.
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Determine whether you want your privacy request system to
integrate with third-party vendors like Salesforce, Zendesk, and
HubSpot — or if it should run separately from them. If you already use
one of these systems, then it makes sense to integrate your privacy
request system with it so that you don't have to duplicate any data
entry work.
But building your standalone system that runs independently of
these tools might make sense if you're starting from scratch or your
existing solution doesn't include the functionality you need.
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For erasure, a user of your app may request that all their data be deleted
from your system. How will you handle this request? Will it be immediate?
Can it be delayed for business reasons (to ensure no breaches occur)?
What if the user wants to delete their account altogether?
The answers to these questions will depend on your business model and
data sensitivity. If your app is a lifestyle app, such as a fitness tracking
application, there should be little concern over sensitive information
being deleted without cause. However, serious thought should be put into
these concerns if your app has any financial information or access to
private social media accounts.
The Setup
Once you have the details above sorted out and the team assembled, set
off to build a custom privacy request system for your clients; the setup
process varies depending on what type of software you use and how
your company is structured. But once it's up and running, here are some
best practices for retaining data:

1

Ensure employees know who is responsible for handling requests —
and ensure they know how to do it right.

2

Train staff members in handling requests quickly and efficiently
without making mistakes or losing important information.

3

Enforce standards for handling requests by providing detailed
instructions on how log files should be saved, where backups should
be stored, and so forth.
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The key to building an effective privacy request system is understanding the
data flow between all systems in your organization and mapping out where
the requests should be handled.
For example, suppose you have a request for an individual's information that
must go through multiple departments (e.g., HR, Legal) before being
processed. In that case, you need to ensure that each department has access
to the correct information and that it can be shared with other departments
when needed.

User Experience Design
User experience design is important in building
an in-house privacy request system. Even if you
have a great team who knows how to code and
build the software, they need to know how to
design a system that will be easy for your
customers to use.
Here are some things to think about when designing your privacy request system:

Make It User-Friendly
Your customers shouldn't have to go through too many steps or fill out too many
forms to submit a request. Please keep it simple and no more than two or three clicks
away from where they're already on your website.
Keep It Consistent with Your Brand's Look and Feel
If you've already built an easy-to-use customer portal for other customer service
issues, this will be much easier for you! Make sure your new privacy request system
also looks like it belongs there.
Make sure you have enough resources available, so your customers don't have to
wait long for their requests to be completed.

Enhance Your Automated Workflows: Best Practices.

1

2

3

4

If you receive a privacy request, it's important to respond promptly
and professionally. If you don't respond within the required timeframe,
you could face penalties that range from fines to being held in
contempt of court.
Automating your responses can help ensure that you're meeting your
legal obligations and giving your customers the service they expect.
Here are some pro tips for creating an automated privacy response
workflow.
Ask for more details if something doesn't seem right. You may receive
unexpected requests or incomplete forms from customers unfamiliar
with their rights under GDPR or other data privacy laws. Your
automated system should be able to recognize these situations and
prompt users for more information before proceeding with action on
their behalf.
Document all actions taken on your behalf by employees or third
parties, including those made by automated systems such as
chatbots or other artificial intelligence tools. For example, if someone
uses a chatbot to ask about their data rights under GDPR, document
the interaction, so you know who said what and when it happened.

How to Respond to Requests and Inquiries?
You can respond to requests and inquiries in several ways.
Understand your obligations
Have a ready response.
Understand your business needs.

Understand Your Obligations
If someone asks you for their data, you must understand your obligations
under the GDPR to ensure your response is timely and accurate. The key parts
of the law are:

You must give individuals access to their personal data, including name,
email address, IP address, and location data. You can't charge more than
$13 for this request unless it's particularly complex.
You must correct or delete personal data if incorrect - This includes
correcting any mistakes in names, addresses, or birth dates. If you have no
means of contacting the individual directly (for example, because they've
asked for their information but haven't provided an email address), then
they can send their request via a third party like an independent dispute
resolution service.

Have a Ready Response
When responding to an inquiry or request for access, ensure you can provide
information quickly and easily. This will help limit the impact on your business
and customer relationships. It is also important for legal compliance purposes
that all responses meet minimum standards for accuracy and clarity.
This means that if someone makes a request through an intermediary such as
their bank or mobile provider, it may be necessary for them to repeat their
request directly through you so that they receive an accurate response from
someone who understands their rights under US law.
Understand Your Business Needs.
As with any new process, it's important to consider how you want to respond to
privacy requests and inquiries. We recommend that you create a standard
response template for all inquiries, ensuring that you address key points such
as:
The nature of the request (i.e., what information is being requested)
What is the reason for the request (i.e., which law or regulation applies)
What information has been provided, if any (if applicable)
What steps have been taken to address the issue (if applicable)
How long will it take to complete the request (if applicable)
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Building an in-house privacy request
system can be a useful addition to your
overall
client
management
process.
Getting organized will make it easier for
you to properly manage your projects,
specifically address client requests, and
improve communication between you and
all your clients.
Here, at Adzapier, we provide solutions that fit within and build
upon the current landscape with the flexibility to adapt and
reform to succeed in this shifting privacy landscape.
Our priority for our clients (publishers, advertisers, brands) is to
maintain full transparency when it comes to privacy compliance.
Start your data privacy journey with us today.
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