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Introduction
Consumers’ expectations of privacy are evolving. Increased privacy regulations are establishing such
as CCPA in California, GDPR in the EU, Brazil’s General Data Privacy Law (LGPD), India’s Personal
Data Protection Bill, South Africa's Data Protection Act, and now Colorado’s Privacy Act. Organizations
of all sizes rely more and more on data and technology to run their businesses more efficiently. As
consumers spend more time online, they are demanding more transparency and a clear understanding
of their right to privacy.

Privacy is one of those topics that everyone cares about, but no one wants to discuss. It's a topic that
can be easily avoided and put off to the side. While we can hide behind the walls of our office buildings
and our homes, we can't hide behind our screens.

We must all, whether a huge corporation or a brand-new startup,
honor the trust that our customers extend to us. We must respect
customers' privacy choices. In order to do this, we must have a
complete privacy management strategy.

The first of its kind in the US, the California Consumer Privacy Act (CCPA) went into effect on January 1,
2020, to establish new data privacy rights for California consumers. A new law, California Privacy Rights
Act (CPRA) goes into effect January 1, 2023. This will add stricter, all-encompassing privacy laws that
will set the standard in the US and will undoubtingly spread to more states.
Don’t let these new privacy regulations catch you off guard. Now is the time to understand the steps
you must proactively take to comply with CCPA and the demand for new privacy standards.
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Key Considerations
The California Consumer Privacy Act (CCPA) requires organizations to notify consumers and ask
permission or consent when collecting data. This act provides consumers with more control and
transparency of how their data is used by allowing users to opt-in or opt-out in how organizations
extract, use, and distribute their data.
CCPA ensures transparency between both consumers and organizations. But also monitors the
collection, usage, and sale of personal data of anyone in California.

CCPA states:
• Organizations must notify consumers what kind of personal information has been collected about
the consumer.
• Organizations must notify consumers whether this consumer data is sold and disclosed to any
third parties' users.
• Organizations now have restricted use of any sensitive data.
• Consumers have the right to ask organizations for the removal of their data from records.
• Organizations are prohibited from storing consumer data longer than necessary.

Data Covered by the CCPA
• If the data can be used to identify someone, either as an individual or as part of a household,
then it's personal data. Examples of personal data include:
o Home address
o Names
o Passport and other official numbers
o Employment records
o Bio records such as fingerprints
o Email and IP addresses
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What Companies does CCPA apply to?
Organizations that:
• Are a for-profit organization
• Do business in California
•Collect consumers’ personal information and determines the purpose and means of processing
consumers’ personal information.

If your business is not located in California , CCPA still applies to you if your business:
• Has annual gross revenue in excess of $25 million.
• Annually buys, receives for commercial purposes, sells, or shares for commercial purposes
personal information of 50,000 or more Californian households or devices.
• Derives 50% or more of its annual revenue from selling consumers’ personal information. If
you're unsure whether the CCPA applies to your business, it's a clever idea simply to comply
with its terms. That way, you will have a head start to comply now, and with growing data
protection laws that are likely to affect your organization now and in the future.

Keynote- if your organization's website holds
data for 50,000 California visitors or more annually,
then you must be CCPA Compliant, even if you work
from somewhere else in the world.
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What Steps Needs to be Taken? - A CCPA Checklist
Here is a list of action steps to consider working towards CCPA compliance:

1 - Devise a Comprehensive Privacy Policy Structure
• Inform website visitors and users how you intend to use their data.
• Your privacy policy should be clear, available, and easy to find.
• There should be no language barriers in communicating your privacy policy in which your
business provides information in California.
•Best practice tip: Privacy and consent information should be visible to the consumer as a
banner or pop-up on your website with a CMP (Consent Management Platform)

2 - Acknowledge Consumers about their Rights
• Right to Notice – Privacy Policies should be clear and easy to understand and somewhere
customers can easily find it.
•
Right to Know – Consumers have the right to know what personal information is being
collected about them.
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•Right to portability & delete – Consumers have the right to access the data collected about
them. They also have the right to have it deleted.
•Data Subject Assess – Consumers have the right to request the following information about
their data in a "readily usable" format, free of charge and within 45 days from their request,
with an additional 90-day extension period available when necessary.
o What categories of personal information are collected?
o What specific pieces of personal information are collected?
o What categories of sources data are collected from?
o What commercial purpose the data is being used and if it's being sold or shared and
with whom.
o What categories or third party's data is being shared or sold
•Businesses must honor a consumer’s data subject assess requests (DSAR) twice a year.
There must be a clear method for users to exercise this right.
•Right to opt-out – Consumers must be made aware if a business sells their data to third
parties, or if personal data is used for marketing purposes. Every consumer has the right to
opt-out of this usage.
•Right to opt-in (for minors) – Under this process consumers between the ages of 13-16
require consent for the collection of personal information from Minors. The consumer
must opt-in to authorized having their personal information sold. Under the age of 13,
parental or legal guardian consent is required.
•Right to non-discrimination – Consumers must be able to exercise these rights without
losing access to services or being charged a higher price.

Best Practice - Select and implement a CMP (Consent Management
Platform) that’s right for you and your organization and a DSAR
management platform if you receive multiple DSAR requests.
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3 - Transparency
• Update your privacy policy every 12 months and make it easy to find on your website.
• Even if you don’t make any changes in your privacy policy, update your ‘effectiveness date.”
•Document all the third parties who have access to consumers’ personal information in the
last 12 months.

4 – Consumer Authentication System
• Organizations must have an internal structure and workflows to respond to consumer DSAR
requests (Data Subject Access Requests), within 45 days of their receipt. To an extend up
to 90 days (about 3 months).
• Provide at least two contact options for the consumer. E.g.- Toll-Free telephone number,
Web-Forms, E-Mails.
• A DSAR management platform can help you manage the forms and workflow required in a
timely manner.

Pro Tip – Organizations that receive a lot of DSAR requests (Data Subject Access
Request) should consider a DSAR management platform to better manage requests and
workflows.
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5 - Consumer Verification System
• Have a structured internal DSAR management and
verification system for requests your organization
received from the consumers.
• For the authentication of DSAR requests, ask
consumers to attach a document of evidence to verify their
identity and proof of residence.
• In any event, if your organization is unable to verify the
identity of a certain consumer. It must inform the consumer
and explain “Why” the request is not verified.

6 - Keep Records
• According to the CCPA, every organization should maintain
a separate listing of data collected, sold, or shared for
business or commercial purposes.
• Also, set up a system to track the request from the
consumers. DSAR
• Maintain a record of all requests and your organization's
responses for 2 years.
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What if you don’t comply with CCPA?
If your business is found in violation of the CCPA Compliance, then you may face financial penalties. •
Penalty for unintentional violation fee is $ 2,500 per violation.
• Intentional violation penalties can be as high as $7,500 per violation.

Keynote- Each CCPA penalty is per violation- so, if a hundred, or even thousands of
your customers are affected by your violation the number can quickly add up to millions
or even billions of dollars.

*Disclaimer- Any information obtained from the Adzapier website, services, platform, tools,
or comments, whether oral or written, does not constitute legal or regulatory advice. If legal
assistance is required, users should seek legal advice from an attorney, a lawyer, or a law
firm.

*Source
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